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Preface

This report presents a design for, ,-x", the key issues and operational
effects of the Global Positioning Syswm IAS) in the theater-level combat or
nonlinear combat (TLC/NLC) model, a&-,, ps.ibly in other nodels as well. This
design should be useful to individuals interested ir the design and use of space
models and theater- or operational-level combat models.

The task was performed in support of RAND's Comuuand, Cc ntrol,
Communications and Intelligence (C31) projects, and was jintly sponsorea by
the U.S. Air Force XOXP (Strategic Plans) and the U.S. Army, Deputy Chief (f
Staff for Operations and Plans. This task was conducted jointly under the
C31/Space Project of the Force Moderruzation and Employment Program of
Project AIR FORCE, and by the C31/Space for Contingenc: Operations Project of
the Force Development and Technology Program of the Army Research
Division's Arroyo Center. Project AIR FORCE and the Arroyo Center are two of
RAND's federally funded research and development centers.
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Summary

Background

In this time of reduced budgets, military systems need to justify their costs in
terms of their contribution to conflict resolution. Unfortumately, the
contributions made by support systems, such as the Global Positioning System
(GPS), are more difficult to quantify than those of lethal systems. As a result,
most combat models find it difficult to represent credibly the benefits of support
systems. Although there are many technical models of GPS, few (if any)
operational models have attempted to incorporate the GPS effects in terms of
how it affects the outcome of battles.

Purpose

This report has two purposes. Its primary purpose is to present a model design
for representing the effects of GPS in support of military operations.1 A
secondary purpose is to act as a primer for audiences not familiar with GPS. The
purpose of the design is to provide a simple, efficient, yet comprehensive
representation of GPS support of military operations for use in the theater-level
combat or nonlinear combat (TLC/NLC) model at RAND, and possibly in other
models. The purpose of the TLCfINC m•dd at RAND is to support policy-level
analysis of military operatiors.2

What GPS Is, How It Works, and Our Approach to
Modeling It

Tedhically, GPS is "a space4e radopitioni and time-transfer system"
(ARNC, 1991). Described more simply, it is a constellation of satellites that can
provide location data of varying degrees of accuracy to anyone with an

fAn eudy draft of thi rw't was drcuated for emview by a aiety of offiew Rviw emwwts
were• •v m pow pmm afi ofie• d in the Ad•i• o dpnwt and mst of the

-OMMM weOVIcorpaed o i rpo-
2The ThC/NLC model or modelin Sood kit Is a prototyp for a cawMba simubation being

&deoped at RAND to wmprove air lad c at uldm atie opoatanal aid theaer Pkvel.
Quesion, or communf may be dir m to the author, Pavi Mm. or o estad had of
er TLC/NLC modd defeopmew pr•j.
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appropriate GPS receiver. The satellites emit a series of precise time signals. The
receiver translates the signals from several satellites (normally four) into location

data.

This report presents an approach to representing the effects of GPS in support of
military air and ground operations at an operational or theater level of
aggregation in support of policy-level analysis. We focus on the TLC/NLC
model, and its characteristics shape our model design. The level of aggregation
in TLC/NLC is flights of aircraft in the air model and battaon-Sized combat
units in the ground model. Although individual platforms (e.g., number of
planes or tanks) are tracked in each flight or unit, the model does not track
precise location, orientation, or formation. Both air and ground units follow

user-defined networks, which may differ for air and ground and for Blue and
Red. Interactions between assets on each network are based on distance from

center of flight or unit rather than on sharing the same network.3

Based on this level of aggregation in the TLC/NLC model, the design represents
the aggregate effects provided by GPS support. Given this aggregate level of
resolution, it is unnecessary to include in the model the explicit GPS constellation
over time or its exact location determination algorithms. Therefore, we use

approximate values for location accuracy consistent with the location accuracy
available in the model.

To facilitate the presentation of our design, we divide it into four main areas:
representing GPS coverage, GPS-equipped assets, the effects of GPS support to

GPS-equipped assets, and the representation of countermeasures and counter-

countermeaures.

GPS Coverage

For purposes here, we define GPS coverage as a spe#W loatim axucygn the
type of GPS use. We plan to represent three types of GPS coverage in the
ThC/NLC model: absolute, differential, and relative targeting. We also
distinguish between relative GPS targeting and the use of GPS in offset targeting.

3A sihtly nke deMt dsciption of the TLC/NLC mod is pwvided in Seton I. See the
Bibliography for other docuiufl that provide a more detied description of the TLC/NLC modeL
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Representing Absolute GPS Coverage

Absolute GPS coverage is the term applied to normal GPS positioning and
navigation t. 4 Both military and civilian users have access to the
GPS system, although the accuracy of the data available to them varies. The
model design includes the three different degrees of accuracy available to each

type of user:

"* P-code (10-16 meter SEP,5 available to U.S. military and other authorized
users)

"* Civilian access (C/A) code without selective availability (S/A) turned on

20-M meter SEP)

"* C/A code with S/A turned on (54-76 meter SEP).

Selective availability is an intentional distortion of the location data transmitted

by the satellites to reduce the location accuracy available to other than U.S.
military users. Selective availability can be set for a wide range of degradation,

but for purposes of analysis we limit it to being on or off.

The representation of absolute GPS coverage in a theater of operations will be

defined by a variable called "GPS state" that defines the effective number of
satellites in a good geometry available for determining location accuracy.6 A

GPS state of four or more means that the receiver can obtain good three-
dimensional location accuracy (since the time dimension is used to synchronize

the signals from each satellite). A GPS state of three means that the receiver loses
one dimension, such as the time dimension or the vertical dimension, which may
still allow the receiver to obtain good two-dimensiona location.7 GPS states of

less than three provide only two dimensions, and thus poor location accuracy.
The degree of access by type of user (P-code, C/A code, with or without S/A)

determines the possible location accuracy as a function of GPS state.

4 A sigle recever determining its own location usin absolute GPS tranusmions s called a
"point solution," in cort t to the relative and network solution methds descried below.

SW stands for spheroidal ernu probab, The SEP values we basd on pobliahed GPS
rquirements, while the lower SEP values are th accuracies usually obtained mn practice. See the
-ud txt for hur dicususion of the accuracy calculations.

61n dthis repo GPS state refers to the obervability state, whIdh is the number of satellites that
can be -bs- e by the receiver at a SW= time. This is not to be confused with the acquisition or
tracking state of GPS receivers. The phrase - geomet mees that the satellites ae distributed
to provide the receiver with good triangulation and tere mir a slow geometric• don of precision
(GDOP) (Le., good location acuay).

7 One con also obtain good theeudimewonial location accuracy with a GPS state of three when
the user has an accurate dock. This is not the a for the majority of users.
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R senting Differential GPS Coverage

Differential GPS coverage can increase the receiver's location accuracy and
eliminate most of the effects of selective availability. A differential GPS
transmitter gathers absolute GPS transmissions over time, and then transmits
"corrections" to other GPS receivers to improve their location accuracy. The
location error tends to increase approximately linearly with distance from the
differential GPS transmitter. A C/A code receiver using differential GPS
transmissions can obtain better location accuracy than can a P-code receiver

using only absolute GPS ons. This is true whether or not selective
availability is on, beca ., differential GPS eliminates most of the distortion
added by selective availability. Since the state of the art of differential GPS is
rapidly changing, we included various options for differential GPS, depending
on the analyst's assumptions regarding what types of differential technology will
be available.

InitUially, a differential GPS transmitter would send coordinate corrections to local
receivers in line-of-sight or within relay range up to a maximum range of about
300-350 kilometers. Beyond that range, the differential GPS transmitter and the
receivers no longer share the same four GPS satellites, a prerequisite for the
coordinate correction type of differential GPS operations. This procedure is
known as the "relative solution" method of location determination, since the
accuracy is determined relative to another GPS receiver. We model this type of

differential GPS coverage as additional regions centered on the stationary
differential GPS transmitter. Properly equipped assets within those regiois
benefit from improved location accuracy.

There are also wide-area differential GS alternatives in various stages of
development. Wide-area or "network solution" differential GPS methods
transmit error correction datafor each satdhte, thereby precluding the necessity to
share the same four satellites. For example, INMARSAT has suggested a wide-
area differential GPS network based on their satellites in geoynch us orbit.

To represent any kind of wide-area differential GPS in the TLC/NLC model, we
simply eliminate the maximum range restriction of 300-350 km and allow assets
within the theater or affected region to benefit from differential GPS
transmissions.

Representing Relative GPS Targeting

In relative GPS targeting, a GPS-equipped launcher and a GPS-equipped
munition share location data so that the munition may be guided to the target
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more accurately. Like the coordinate correction differential GPS method, relative
GPS targeting must share the same four GPS satellites, thereby limiting the useful
range of relative GPS targeting to about 300350 km or a munition flight time of
less than 15 minutes. The representation of relative GPS targeting in the
TLC/NLC model will be a function of the capabilities of the sensor, the
launching platform, and the munition. If the proper conditions are met, the
accuracy of the munition will be improved.

Offset Targeting Using GPS

In offset targeting, the location of the target is not known, but its location relative
to a reference point is. The accuracy of the reference point location determines
the relative location accuracy of the target. Using GPS to locate the reference
point more accurately provides better target location. The location of the
reference point can be refined either by placing a GPS receiver on it or (less
accurately) by determining the location of the reference point at a distance by a
sensor on a GPS-equipped platform.

GPS-Equipped Assets and Prerequisites for
GPS Benefits

Users can directly benefit from GPS t only if two prerquisites are
met8 The user must have GPS equipment and a relatively clear line-of-sight
between the receiver and the satellites GP-eequipinnt for absolute and
differential GPS comes in six main categories, in order of decreasing location
accuracy:

"* P-code with w -area differential acce

"* C/A code with wide-ra diffesmtlial access

"* P-code with coordinate correction differential access

"* C/A code with coordinate coectim differential access

"* P-code without differenta acom

"* C/A code without diffential accw

SAiew not equiVd wi thS mn II humi befg i prmxoity to GPS.qupu ases.
Shm TLC/NLC ,rk4 s y op iW ciR of R or pomid nmmiw badtts, the isme of

9don ~d wmu wfth GFS becmm moot. As bng a key eunums are consdered GPS-
in / L iC, gh Wht or w•t b uwdued I m t rhum GPS.
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In TLC/NLC, objects representing aircraft and other platforms are assigned one
of the six categories of GPS access (or no access). Similar attributes are defined
for relative GPS targeting. If an asset is GPS-equipped, then the combination of
the GPS state and the type of access determine the base location accuracy. The
presence of selective availability may degrade C/A code access of absolute GPS
transmissions.

Two additional location degradations require consideration. First, differential

GPS location accuracy degrades as a function of distance from differential GPS
transmitter by about one meter SEP for every 80 km. Exceeding 300-350 km

precludes the use of coordinate correction differential GPS, but will not limit
wide-area differential OPS. Second, relative GPS targeting depends on the GPS
receiver and the accuracy of the sensor on the platform.

Another preequisite for GPS use is a line-of-sight clear of heavy foliage between
the receiver and the satellites. The relatively weak GPS signal attenuates rapidly
in foliage, and therefore is less useful in forested or jungle environments. The
Army is developing mechanisms for extending the GPS antenna above the

foliage, but the aggregate effect is that GPS support is not continuous in
environments with heavy foliage. Discontinuous GPS support -ill make
location determination more difficult in a jamming environment, as described in
the section on GPS countermeasures and counter-countermeasures.

Effects of GPS Transmissions on GPS-Equipped Assets

This model design hicorporates three main GIS benefits: improved self-location

accuracy, increased target location accuracy, and stand-off munition launch.
These benefits tend to be independent of darkness and relatively insensitive to
the effects of weather.9

Benefits of Improved Self-Location Accuracy

Improved self-location offers two main benefits: improved navigation and
reduced fratricide. Improved navigation can mcrease the effectiveness and

survivability of land, sea, and air platforms. The reasons can range from not
getting lost to avoiding the enemy. Improved self-location accuracy can also

assist search and rescue operations, special forces operations, and artillery

d n*=dywMYrin o 8 h-b da g Tl•/lr I sw d a indh dposplwm
dbbatdw -iubm om the~

GPS utat ihauM be calodmaed okw.
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battery positioning. For exwmple dw. awn acummoy and quicky an artillery
battery can determn its own locetlm, tho meme accurate will be its fires. The
design presents seveal optiem for nivuui two befts (or representing
penalties of not having tAn cqa•bM ) in d. TLC/N model.

Reduced fratricide results m bI UI I nowbdg of hfidy locations relative to
each other (assuming conmmted, ceaoLc and procedures that
can use this location information to pnpcude fraticde). For example, indirect
fire fratricide incidents during Operatiot Desert Storm were well below
historical rates, and GPS helped keep the rate low with improved location
accuracy and reporting.10

Benefts of Improved Tagret Location Accuracy

This benefit has three aspects increased lethality against fixed and mobile
targets, faster production of accurate target location data, and the opportunity for
additional platforms to designate targets.

Better target location allows platforms to deliver their munitions more
accurately. Moreover, GPS-equipped munitions may be able to improve their
lethality through improved target location accuracy. Increased target location
accuracy will reflect in TLC/NLC as a higher probability of hit, depending on the
type of platform, munition, and targeLt"

An added benefit to better target location is a possible reduction in munitions
expended as a hedge against target location uncertainty. This benefit applies
both to air-launched stand-off munitions and pound-launched indirect fire
munitions, such as artillery and surhfce-to-surface missiles.

Faster production of target and fires location data means a faster response time to
engage targets. This is especially useful against fleeting targets, such as mobile
tactical ballistic missiles. Relative GPS could decrease the time required to
produce useful pictures of the battlefield and the potential targets within the field
of view. In TLC/NLC, faster production times means a higher probability of
engagement against time-sensitive targets.

Additional platforms that can provide target designations range from airborne
sensors (such as J-STARS and ASARS) to special forces teams on the goumd. For

"rothe trMec4t of a taped triem with the cometan at the batte of 73 End%
Openton Dmat SomL

111n TLC/NL. thure rwe •a I•iebe theme tf m that mdify the effectiveum of munifts,
such as weathe, teain, md the availability of HIS am, c a J-6TAI
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example, a special forces team can reconnoiter the target site and report its
location accurately using hand-held GPS equipment. Sensors and platforms not
traditionally used for accurate target designation can provide more accurate
target location data through the use of GPS equipment. In TLC/NLC, this target
location accuracy improvement is provided as a function of the type of sensor or
platform and the type of target.

Benefits of Stand-Off Munitions Launch

Stand-off launch offers two benefits: reduced vulnerability to enemy threats and
reduced flight time to engage targets, which could save fuel, time, and sorties.
GPS-equipped munitions allow strikes from much farther away than in the past

because of the increased accuracy of the munition and the target location.
Munition launch can occur at a range beyond many enemy air defense threats,
especially terminal air defense systems. Also, the ability to engage multiple
targets from a single launch point means that fewer stand-off sorties will be
required to engage the same number of targets as traditional penetrating sorties.
For these two reasons, the survivability of GPS-platforms will increase in
TLC/NLC.

Similarly, an increased stand-off range will allow a platform to perform its
mission within reduced flight times, saving both fuel and time. The reduction in
time results not only from the shorter flight time to reach a stand-off release
point, but also from the ability of the platform to engage multiple targets from a
single stand-off launch point. TLC/NLC represented this benefit by lower fuel
consumption rates and higher average daily sortie rates.12

GPS Countermeasures and Counter-Countermeasures

The countermeasures against GPS-equipped assets, and the counters to those
countermeasures, are divided into three areas: direct threats against GPS

transmitters, receivers, and signals.

12This as that the time required to service, replan, ad relaunch an alrcmf is tmnt. A
shrter flight time per snotie mes that more sorties cm be launched per day given the same amount
of time spent on the grund.

13oe that this design e seay .m . a nanmadear theat U f nuer weapons
ae used to destroy = I sates or to dnpt GPS trammissions in the saiso, apply off-line CPS
sto catclations to detmnnine effective GFS state over time.
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Direct Threats Against GPS Transmitters

Today, few credible threats menace GPS satellites. Although the model design

includes the option of analyzing threats against GPS satellites through reduced

GPS states, such threats are unlikely. Direct threats against differential GPS

transmitters are more likely, although a probable and effective countermeasure is

proliferation. Large fields of differential GPS transmitters would be difficult to

neutralize.

Direct Threats Against GPS Receivers

Since GPS receivers tend to be integrated into a platform or munition, destroying

a GPS receiver will probably destroy the platform as welL Therefore, direct
threats against GPS receivers will be represented in TLC/NLC in the same way

as any other threat against the platfof'.

Direct Threats Against GPS Signals

There are two main threats against GPS signals: Jamming and spoofing.
Jamming is by far the most effective and most likely threat against the use of

GPS-equipped assets for targeting purposes. The GPS navigation signal is weak
and susceptible to jammng. It also takes less Jamming power to preclude the

receiver's acquisition of the GPS signal than to break the lock of an acquired
signal.

The most effective type of jammer against the GPS signal is a wide-frequency-

band jammer. Even a relatively low-power (10 watt) jammer is effective at 40 kin

range against C/A code GPS. However, the jammer has to radiate almost

continuously to be effective in this mode. An effective counter-countermeasure

is to destroy the jamming trasmmitter. However, if there are a large number of

low-power jamers in action in the same are, destroying the field of jammers
will not be cost effective. 14 The use of inertial navigation systems (INS) for

terminal guidance in the final approach wil help counter the GPS jamming
threat up to a point.

An opponent can engage in spoofing by sending a false message to a GPS

receiver to direct the receiver's platform off course. The encrypted P-code is

14 C=ou y, it may not be cm efactive for the mumy tp ,n GPSdmmm t deny our
GPS acm when comparmd to te oppommity cost of o• amiary cap.AbUlty for heir
side.
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called the Y-code, and is extremely difficult to spoof Since spoofing GPS signals

is difficult to accomplish in practice, we have simply included spoofing as
another form of jamming in TLC/NLC.
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1. Introduction

Background

In the face of recent and projected budget reductions, all military systems will
need to justify their carst in trams of their benefits as measured by their
contribution to conflict resohutio. Most lethal systems have relatively

quantifiable measures of effectiveness, such as a probability of kill or an
eachange ratio. Support systems, such as the Global Positiong System (GPS),
do not yet have an accepted set of measures of effectiveness in r1ms of their
contribution to warfighting outcome. As a result, most analysis approaches and
combat models find it difficult to credibly represent the benefits of support

systems. GPS transmissions can enhance the navigation of land, naval, and aerial
platfoms, and might be useful for the guidance of certain types of munions,
such as cruise missiles. Thw fiust question is how to quantify the benefits of
nonlethal support systems, such as GIS, and secord, how to model the benefits
in combat models.

Purpose

The primary purpose of this docume•t is to describe a model design for
representing the effects of GPS assets in support of military operations A
secondary purpose is to serve as a primer for audiences not familiar with GPS,
while avoiding as many GPS-imique tam as possible, such as the geometric
dilution of precision (GDOF). The purpose of this design is to provide a simple
yet effective representation of G]S operation in support of military operations

for use in RANDYs theater-level combat or nonlinear combat (TLC/NLC) model,
and possibly in other models as well. Th purpose of the TLC/NLC model at

RAND supports policy-evel analysis of military operations.'

lIllm TLC/NLC d 11 l Wit k ba pwm for a combat daulatlo modell befi
davloped in a zmmdi Wdd at RAND to impre a mad laid cmbt smdaedm at dt• - a

d t IS... Mw Moped ol drnia* dm" in lb. pol•c Uml mwalu it th used
loxtrst , oo• c heI uiestard pmuit In todays in uwkmiea mid mSm. on new mehoo og~aL sfta, ad haidwae devdopmai have aD
provided i Impes to te nerchd on ILC/NLC. The mao dsInlS or the modal a cwhde tii
capablity•fo malyst op•eatk via ma bidtuve wpar'ml s fodlits (or ineportni-a hum datm matim maut symu• to. f mmIkw Im A smulto ny and ofenr
appC aofwm r iii umi md dbply." Pm RMatd et Au h k& pp. i mind
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Objectives

This report has four objectives: first, to identify and describe the key features of
GPS operations to be represented in the model design; second, to describe and
justify the simplifying assumptions and key parameters necessary to design a
simple model of these features; third, to describe the model design itself,
including the parameters and the data for the parameters, in sufficient detail to
encourage rapid implementation in the TLC/NLC model; and fourth, to act as a
mechanism for continuing review and feedback by the analytic community to
ensure that the design is up-to-date with the latest GPS advances and that the
design remains adequate for our purposes. Please direct your comments,
questions, and suggestions to the author, or to Richard Hillestad, head of the
TLC/NLC model development project.

Approach and Organization

There are many technical models of GPS, but few, if any, combat models have
attempted to incorporate the effects of GPS support to air and ground fores in
terms of warfighting outcome. This report describes a way to represent the
effects of GPS in support of military air and ground operations at an operational-
or theater-level of aggregation for policy-level analysis.

The TC/NLC model under development at RAND is an operationallevel or
theater-level model of air and land operationm To support rapid, multisnao
analysis with extensive sensitivity amlysis, the TLC/NLC model must focus on
breadth rather than on elaborate detail As a result, a design of GWS operations
and their effects on land and air combat in the TLC/NLC model muint
concentrate on the key operaional issm , rahe than on details uch dynamic
line-of-sight calculatins For example, if we were Io model the cebit of each GPS
satelite and the line-of-sight to each reeie withdin the 1C/NLC model, the
model's run time would increase by a factor f four or moe.2

The primary design factor is the level luon in teIwT/NLC model The
level of aggregation in the TWI/NLC model is fi•gts of ahrraft in the air model
and battalion-sized combat unift in the gmo d modaL Although the quanwty of
individual aircraft and vehicles are tracked in each flht and maneuver
battalion, the precise location, orientation, or formation of these assets within
their flight or unit is not tracked. Therefore, location accuracy in the model is

2ThIe estimae in bend an yam of w• mid zumuas In wthu m sq tuamI
comba model mempmates a d@Wld miodd of -I qamm •o• es e. hi malsa
of four l Is a emmvatie eltma.
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limited to these case where a difference in location accuracy will make a
difference in a TLC/NLC assessment process (such as movement and combat).

TLC/NLC is a network-based model. Both air and ground units follow user-
defined networks that may differ for air and ground, and for Blue and Red.
Interactions between assets on each network ane based on distance from center of
flight or unit rather than on sharing the same network (see Figures I and 2).

Figure 1 shows an air network passing through various detection bands and
engagement zones. An aircraft that crosses a detection band may or may not be
detected depending on a variety of factors. Similarly, engagement by surface-to-
anr missiles, antiaircraft artillery, or enemy aircraft may or may not occur at
various points along the air network. There may be many such engagement
zones entered during a raid, depending on the situation. Targets are attacked
when surviving aircraft reach designated launich points.

Figur 2 shows sample ground networks for Red and Blue, how they relate to
each other, and how they relate to one of the air networks. When ground units
are in engagement range (which varies by weapon holding), the assets of the unit
may engage enemy nasst in opposing units. Similarly, aircraft that reach
weapons release points in the model will affect ground targets within range. One

I. T~u

8. Pool" mIdM'sO
2 (Cambe Air Po gWAs"ls

4. SaW SAM nsmi

S. GROW ONe SAM aid %MW

2~- nasbiswnv in SAM zene
7. FA SAM aigagi zmaw2

110. MNia lIN% .. guug

1. ie*Ulalasee. Conata'
k, E SAM ins a

SMi onag asA"DM eggM"WOuan

Figure i-Example of Detemagabg Sqmueene of Supgommis
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launch release point is usually used to assess attacks against multiple points.

Note that the path of a penetrating aircaft that would overfly the target is not
explicitly represented in the model, but the effects of terminn air defenses
against the attacking aircraft are represented.

Owing to the relatively aggregate level of resolution in the TLC/NLC model,
calculating the exact location of individual assets to tenths of meters is not
appropriate. Although air-to-ground munition accuracies in the model care
whether the accuracy is to 3 meters or 10 meters spheroidal error probable (SEP),
the model does not care if the accuracy is 2.5 meters versus 2.7 meters. It simply
does not matter in the model Althogh in some cases this report defines levels
of accuracy down to tenths of meters for compariso between types of GPS
support, the actual ttion in the model will probably be in broad
categories of accuracy. For eample, the model might distinguish between

3-meter-or-less accuracy provided by differentia GPS, 10-meter-or-Ies accuracy
provided by standard military location accuracy, and 0-meter-orless accuracy
provided by civilian c to GFS (under appropriate conditions), but the model
is not likely to distinguish between increnments of 1 mete accuracy or les3

dma e he beme of vadma h te type md qmmiy of mlver, de rtive g Y
betwud w mum and te emivue, opompieo kmoupbilb Hwever, taW

rag fapprxankNIebf Swa n umhbebdu~iaelit" oota ep k arulyjý and not to
nipportn de na-gaio of s~udy@Im in realUm



There are very accurate simulations of GPS satellite orbits over time and the

resulting coverage at various places on the globe over time, and such models

should be used when attempting to address issues related to the details of

specific GI'S operations. In contrast, the TLC/NLC model is designed to focus

on the aggregate effects of GPS support to military operations, rather than be a

detailed simulation of GPS satellite and receiver operations.

To maintain and express a simple design, we divided GPS operations and effects

into four main subjects: GPS coverage, GIS-equipped assets, the effects of GPS
transmi on PS-equipped assets, and GI'S cou-nermeasures and counter-

countermeasures. Section 2 describes GPS coverage--how well the GPS satellites

can provide location accuracy to various users of normal or absolute GPS,

differential GPS, and relative GI'S targeting techniques. A representation of

selective availability (S/A) on GPS transrmisions is also included. Section 3

describes the representation of GCS-equipped assets and their efficient

representation in the modeL Section 4 describes the effects of absolute,

differential, and relative CIS techniques on appropriately equipped airborne and

terrestrial receivers, The last section presents a simple representation of various

kinds of GPS countermeasures and counter-countnmeasmures.
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2. GPS Coverage

"CPS is a space-based radiopositioning and nie-transfer system" (ARINC,
1991). Since GPS transmissions cover the Earth, GPS coverage is considered
global. However, in this report, we will define GPS coverage as a specdfie locatio
accuracy gzuen the type of GPS use. We plan to represent three types of CPS
coverage in the TLC/NLC model: absolute coverage, differential coverage, and
relative targeting procedures. We also distinguish between relative targeting and
offset tar-geting, since the two concepts are similar. Thie definition and
distinctions of each type of coverage will be described in the following
subsections.

Representing Absolute GPS Coverage

Absolute GPS coverage comes in two forms of access. rulitary (also called
precise positioning servicee or PMS) and civiliani (also called standard positioning
service or SPS). Mfilitary acces to the GPS transinissions provides the best
accuracy to determine a platformn's velocity (to 0.2 knots) and locationi in four
dimensions (latitude, longitude, elevation, and time). As long as the platform
with a GPS receiver has line-of-sight access to four or more GPS satellites in a
favorable geometry,1 the receiver will be able to determine itsthedi nsoa
(3-D) location to about 10-16 met=r SEP.2 Owing to the orbita configuration of

1Q15 location aamracy is &wdepeden upon the geowaeby of tie satelite conpared to each odwa
andi die eceiver location Tie geometric dilution of prechian (GDOF) is die measuse moed to
determine good guometay and die resit m location accuracy. To 'me a layman's exampvek die
loction of an objct 1000 meters1away is difficult to deftumime using triangulation when being
observed from two points only 10 mitassapart. Ifdietwo-- oberma o points are wa mters aport
the location accuacy ofthdiedstuantobject is much awe accurately dtemunied SimilarlyIffour
satllie provIde triangulation fthough good geometry to trderciver, die 3-D location accuracy of
the receiver will be good. Uf only duree satelita arn avalble, dian die zuewver's 2-D location
accuracy will be good, uimes die recever also has an acaffate dock. With a precise dock arecever
con obtain good 3-D location aocuracy with only dime satellites In a favorable geometry.

2Tha 10-12-mete SEP is based on die locatisonacuracy actuall provided by OPS In practicem
evan though thisiis bemtter diodi original GPS specification of 16 mete SEP (ARINC, 1991). SEP

stnsfor spheroidal error probd& Die error is sphroidal radwe dim spherca since the Z
bopnutI greeter dian X or Y owumponmts In fti case die 10 meer SEP mmes diet there Is

a 50peromt- disawe tha the object is located widiln a sphue 10 meeron indira. TOapedsty
t fnlt romn SEP So Cap (diecider error probable), multiply SEP by O.M5 h dire-dlsel

location accuacy of WEPis mqured inaoýmiluitary apications, such as in fte of GFS-
equippe cruise mIssines. In odor UMeS, die:tnr~ loatowanraoy badequafte
such as in artilery fires Only dirin CIS satelites are requir-ed to obtain two~dlmemmonal ouverage
for CEP calculatiosa.
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the full GPS satellite constellation, most places on the Earth's surface have line-
of-sight to four, five, or even six satellites at any given time.3

The U.S. military and other authorized users (e.g., NATO allies) retain private
access to the most accurate GPS transmissions (PPS) by receiving a more precise
GPS transmission called a P-code. Civilian access (C/A) to GPS transmiso
are less accurate than military access by roughly a factor of two (when S/A is
off). Therefore, given widely available GPS receiver equipment, U.S. military
location accuracy is to within 10-16 meters SEP, while civilian and other nations'
military location accuracy is to within 20-30 meters SEP.4 In addition, the U.S.
Department of Defense can degrade the civilian access signal to a 54-76 meter
SEP accuracy or more by turning on S/A. 5 Selective availability places
additional error in the satellite's navigation message, which results in degraded
location accuracy.

The representation of absolute GPS coverage in TLC/NLC will be relatively
simple. A given set of four GPS satellites accessed by a specified ground receiver
will have an area of overlap on the ground of about 1000 Ion on a side. An area

of that size will generally cover the whole TLC/NLC theater ox operations. 6

Therefore, the representation of absolute GPS coverage over the TLC/NLC
theater of operations will be represented by a global variable called "GPS state."7

The GPS state represents the number of GPS satellites expected to be over the
theater in a favorable geometry at a given moment.8 For example, a GPS state of

Tnte GPS system now has 24 lock II and Block u satelltes in obit, completing the 24-at
constellation. The Air Force Space Command cocept of operations sota that GPS availability will
be based on a 98 percent probability of maintaining 21 operational satellite. In addition, one must
also consider the former Soviet version of GFS called GL:NAM (Global Navigto Satellite system),
which has about 12 of their 15 peraional satellites in orbit Sine GDNAS uses fequency division
multiplexing it requires a difeff type of receiver thin GPS, which uses aide division multiplwx•.
However, integrated receivers are d construction. at can access both GPS and GLONASS
signals at dte same time. In additi, GLONASS does not have or use S/A, so that users of
GLONASS can benefit from increased location accuracy. Therefore, any analysis of potential enemy
use of naviption sateoites for cmbat must consider de use of GLONAS9 as well as GPS satellites.
TLC/NLC does not intend to include GLONASS at this time, although It could be added mug a
methodology similar to the one described hem

4According to Sweeny (1993) the req*ed Acuracy for C/A code with S/A off is 30 mete SEP.
In practiuc ac cies dmer to 20 metSe are often obtained by civilian users.

SAccordfn to ARNC (1991) and Swemy (1993), the required accuracy for C/A code with S/A
on is 10o metr 2 darm, or 76 meer SP. Since the base location acmracy for C/A code is better in
practice than the stated requimme, we estimate that the accuracy of C/A code with selective
availability on will be closer to 54 meter SEP than the requirement of 76 metr SEP.

6nie 'footprint of the GFS satellite coverage on the pound is ellipsoidal rathe than squareas
shown in Figur . However, since the TLC/NLC model usually definie a square boundary around
the theater of operations the GFS footprien is considered to cover the whole theater of operations.

71n this repolrt GPS state refers to the observability state, which is the number of satellites dt
can be obsrwved by te receiver at a given time. This is not to be confused with the acquisition or
trackig sate of GPS receivers.

Slnce the GPS satelhateste in sem synronous obits at a 5 degee inclhntion, it is
sometmes difficult to obtain a sufficiently favoable geometry at certain locations on the Earth.
Furthermore, there ane a few gapsi in GFS state four coverage that shrink or grow a bit as the
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four means that from the ground, a GPS receiver will have access to four GPS

satellites in a favorable geometry with which to perform accurate location

calculations. A GPS state of three may mean that either only three satellites have

line-of-sight to the receiver or that the geometry of four satellites is poor and

therefore can provide only as much accuracy as three satellites with a good

geometry. Since the location and orbits of the GPS satellites are well known, any

gaps in coverage may be predetermined through off-line analysis. Neither the

individual satellites nor their orbits require explicit representation in the

TLC/NLC model.9

If the GPS state is greater than or equal to four, then the location accuracy

provided to GPS receivers is normal (subject to P-code access and S/A). If for

any reason (such as for analysis or lack of funding to maintain a full constellation

of satellites) the GPS state drops below four, then the location accuracy available

to GPS receivers may be further degraded. The degraded SEP is related to the
base SEP by a multiplier. In Table 1, we estimated the effects of reduced effective

satellite coverage on the SEP for a platform with and without an inertial

navigation system (INS).10

If the GPS state is likely to change during the course of a model run, then the GPS
state that applies across the theater at any given time can be stored as a sequence

of numbers, only one of which applies at a given time. If the GPS state is going

to be three for less than 15 minutes, there is no substantial effect on the location

accuracy of INS- and GPS-equipped assets.11

satellites move around the Earth. For a particular CPS state, we assume that the specified number of
satellites m in a favorble geometry.

9To determine CPS state over time as inputs to the TLC/NLC model, some off-ine calculations
need tobe run. The number of GPS state Input values for TLC/NLC's level of resolution Is about 432
values based on the following clculations GPS satelltes are sunynd us, returning to the me
location every 12 houm A 15.mhutirent over 12 hours equals 48 time periods. If we divide
the 1000 km on a side theater into appof xiately nine 330 km subregions, the result is 432 input
values for GPS state If a study requires a finer geographical distinction, a larger number of input
values would need to be calculated.

1OFor mu trg purpoes, the 116 could compeaste for a GFS state of three for only a

few minutes Wit an hour, the INS location aoeurayhas d by about one mile (depending
upon the quality of the MNS), which makes it useless for nmition targeting. (Alrcraft can navigate
with INS since their INS receives additional locatimon updates that reduce the ýffects of IN drift.)
Without INS. the munition location error incases, mowe quiddy over even small time incomunts.
Since the resolution of the CIS state over ime is not Intended to be traded in TLC/NLC in time
increments of lem than 15 minutes, the presence of INS does not matter in the model if the GPS state
is reduced to fewer than three for less thn 15 minutes.

llr., example, if the GIS state Is initially four (assm -good eometry) and suddenly
becomes thr, there is no inunediate effect. Aircrft or other assets with inertial naviption systems
can continue to o-erate for a few minues with no substantlal location accuracy degradation. After an
hour, the INS dritis about a quarter mile to a mile, dep.edn on the quality of the M For
target1ig, the INS con keep the aircraft relatively on curse for 15 minutes, a long s the CIS state
returns to four for adequate terminal tagtn accuacy.
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Table 1
Apprmdntate SEP Multiplier as a Function of GFS State

SEP Multiplier SEP Multiplier
GPS State with MN without INS
Favorable (k 4) 1.0 1.0
Reduced (= 3)' 1.0 2 .0b
Poor (< 3) No GPS effect No GPS effect

'For 3-1) targeting GFS state three con be used instead of GPS state
four if the lack of the fourth satellite is for ashortperiod of time (a few
minutes). For acraste 2-DI targeting (CEP), a Gstdate of thre is
suffideit., This assumes emphasi on X, Y, an dtme coordinates. rather

th I n X, Y, and Z coordinates.
bAppdmate value; prease value equires more detailed analysis

In addition to GPS state, one should also define a selective availability variable
with possible values of "on" and "off." When selective availability is on, the
absolute GPS location accuracy provided to C/A-code users is about 54-76 meter
SEP. 12

As a reminder, US military P-code location accuracy available from GPS
tranismissions is higher than for orther nations' military or civilian access.
However, all users, including US. military and othe nations' military and
civilians, can improve their location accuracy using differential and relative GPS,
as described beow.

Representing Differential GPS Coverage

We will describe two type of GPS coverage in this subsectios coordinate
correction and pseudo,-range correction. Both type provide location error-
correction data to GPS receivers, although the method of correction differs for
each type.

Coordinate Correction Differential GPS

The most common and least expensive form of coordinate correction differential
GPS is provided by an additional GPS transmnitter stationed at a known location,
usually on the Earth's surface.13 This additional transmitter site collects GPS

12No that the elective availability degadation of the GMS signal can be highly variale to keep
any likely opponent guewsing. Hwer, the larg number of civilian and allie users of GFS may

prcld I uI e variations in S/A in future abctniks For purposes of analysiuswing the ThC/NLC
modl, eletia availability will be eihron or off.
L2FPaclg a diffuermitla CI'S trnnie at a lknown loation an the Earth is thematcmo

and essiest method of fixed Ismo e, Pfor difleretial GPI' However, even a moving object with an



10

satellite tnsmmissions over time, compares the location observations in these

tranmissions to its own known location, and sends the coordinate correction

data to GPS receivers that are within transmission or relay range. As long as the

location of this additional transmitter is known to a high degree of accuracy, the

P-code accuracy of the user receivers is improved to about 2-4 meter SEP. The

differential GPS location accuracy for C/A code is 4-8 meter SEP.14

Note that the civilian access code using coordinate correction differential GPS can

in fact exceed the location accuracy of absolute military P-code access. One

reason is that the use of differential GPS mostly eliminates both the selective

availability error and the systematic space and control bias errors. As a result,

civilian access differential GPS can provide better location accuracy than can

ordinary absolute military access (4-8 meter vs. 10-16 meter, respectively).

However, this advantage is a function of the distance to the differential GPS

transmitter.15 The farther away from the transmitter, the less accurate is the

location accuracy of the receiver. As a rule of thumb, SEP increases one meter for

every 50 miles (about 80 kim) of range up to about 320 kL. Therefore,

somewhere between 300 and 350 km. the coordinate correction differential GPS

transmitter and the receiving platform will not share the same four satellites and

thereby violate the applicability of coordinate correction differential GPS use.

Any location errors in the placement of the "known" site are passed along to the

receivers. However, a fixed site can average the signals it receives from GPS
transmissions over time and thereby increase the location accuracy by reducing
the effect of random GPS error. This dependence on good known location

accuracy is what makes it difficult to provide good differential GFS data from

moving platforms.

accurate inertia navigaio systm could be weed as a d •freta GPS trarumimas long-a the IN
drift renumasuma In addiftn, GS receie that utowa y tiMe avwqeagn g tend to bemore accutate than GPS receeives tht simpy tke locatin - •

'm DOT/DOD (9), p. A-41, the std rado4n•a*on capability of C/A code diffeential
GPS accew is better than 10 meters 2 dan,, which is equivalent to 6 meter SEP. Differential GPS
P-code accuracy can get down to 1 meter SEP under evorable geometry and fenvironme
conditions. Similady, diffemtal C/A code con also benefrt these anvorable cnditions, and
may achieve 3 mete SEP location accracy.

Te differential GS location acmuracy s aso a function of the time between bia correction
updatm Thms updates should be frequent enoughto couner the e•Fc ofselectiveavalabiity. As
a resultdifferentiaGS will require virtually cotiusmupdaftesinthe face ofarapily changing
S/A. It should be noted that regardless of whether S/A isono offA or whether P-code or C/A code
is being used, the location coordhna provided by a GPS teceiver will tand to "wander over time.
That is, a stationary receiver will pmvide GPS coonlinats that appear to chang over time. This
wander effect is larer for C/A code when S/A is on, and is of adifferent and targr magniude han
the appament wander for P-code receivem Differential GPS also miniti•s thiswander effe
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Pseudo-Range Correction or Wide-Area Differential GPS

As mentioned above, cooninate corretion differential GPS determines its
observed location from GPS signals, compares the observed location to its known
location, and then sends the coordinate corrections to any receivers in its vicinity.
The reason this method is limited to sharing the same four satellites is that the
difference between the observed and the actual location makes sense only with
respect to that observation, which is based on four specific satellites.

Pseudo-range correcwtn differential GPS avoids this limitation by calculating and
tranmnitting correction factors for arch satelite in the constelation. Although the
correction factors may be updated only each time the satellite is observed, the
correction data for each satellite are stored and trammitted for all satellites in the

ltin. 16 As a result there is no range limit per se on pseudo-range
correction differential GPS (also called wide-area GPS). Ther is a degradation in
location accuracy that increases roughly linearly with distance as described
above, but the coverage of wide-area GPS may be global.17

Differential GPS Reprstation in ThCONLC

The representation of both type of differential GPS coverage in TLC/NLC is
relatively stI Wide-area GPS is easily represented as improved
location accuracy across the theater of operations, although the location accuracy
may be slightly worse because of range considerations. The assumed scenario
will determine the type of differential GPS coverage available and the effects of
range restrictions, if any. The rest of this subsection describes the design features
necessary to implement coordinate correction differential GPS in TLC/NLC

For coordinate correction differential GPS coverage, both the location of the
trammitter and the area covered by its line-of-sight need to be placed on the
TLC/NLC map. An off-line calculation should be made to determine the outline
of the area of effective tranmoission, and this area should be included as a region
in TLC/NLC The TLC/NLC preprocessor will determine which nodes on the

16Abpoje GFS is abo lbd a "poair eaboim mehod, elmm m aacuacy ib demnaed
fnm a single pkt. -Imam diumt GPS Is aho acildhtduve" GS, iinm de•awaver tamd amacy iDs a ted dladve to a kanwn peit. el'Aomo ageIedn I aho
aied a "nrok" solutiam, om awed-Im datm etsread ar the whoie ntwk (Pemado-mis i
a GFSqp tedmil tera aMemocemd with #*e put s*iomm ofd ich eteili) We avided

desathedIndelmwtnheclon
17VMARSAT ilst-ng to bumat wide.are GPS GM nas me the globe *0 m su tamn umlao utltUs in gosyawluonoa orbit. In additton, die Advmeri Iaeed Pgeasm

Auicy (AMPA) is wo7king a loam wlde.eue GPS m em stm ailed Common Gild
which Ws d"lped to give I-. me SEP amaacy in a dute of opatonm.
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various TLC/NLC networks could receive differential GPS transmissions. Since
differential GPS transmitters tend to be useful from only known locations, they
are not likely to change frequently during a TLC/NLC run.

One region should be provided for each transmitter, and the effects of the region
should be a function of whether or not the transmitter is still operating. Of
course, coordinate correction differential GPS bansmissions are useful only if
both the correction transmitter and the receiver can receive absolute GPS
transmissions as well.

Coordinate correction differential GPS location correction transmissions can also
be relayed to various receivers. If these relay stations are used in the model, then
the line-of-sight area of the relay station could also be represented in
TLC/NLC.18 Since this may significantly increase the number of differential GPS
relay sites in TLC/NLC, one may instead base differential GPS transmission
relays as a function of the normal communications capabilities represented in the
model In either case, the location accuracy of the differential GPS is still based
on the receiver's distance from the fixed tansmitter and not based on the
location of the relay stations.19 The maximum distance for effective coordinate
correction differential GPS transmissions is between 300 and 350 ki, since that is
the maximum distance between receiver sharing the same four GPS satellites.
See Figure 3 for examples of absolute, differential, relative GPS targeting and
offset targeting.

Representing Relative GPS Targeting

Relative CPS targeting is a method by which munitions can be more accurately
guided to their targets20 Since relative GPS rgeting is easily confused with
offset targeting the next subsection will describe offset targeting and how it
differs from relative GPS targeting.

Relative GPS targeting does not attempt to determine a precise target location
through absolute GPS methods. Instead, the location of the target is measured

arceunmuctio not yet plily eprserd in ThC/NC. Torer the relay of
GPS traumdnimons, the GFS ceve simply has to be witin the region of cverage (including relay)
deac abov

191n all caes, ba correctios teM to be trasmnitted every S to 10 mntin unless the S/A is
ca ure qucic•y. Currently, S/A change. every few hou-, although ft can be changed e
h In wr time. Jf thVs bemmes a study imue, an additional paramneter will be equired for the
frquncy ofS/A changes. However, because of the time mrsotion in TLC/NLA, It is unlikely that

would be represented epicitly. Neither the changes In S/A nor the relayed
= A S updatt ae sufficently large enough fctm to appear •I•nC/NLC

2the notabon, ti rtve Cs trPW is difterent from relative CS locatiom
determniation, which is coardirut c dfct edntial GPS
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Absole coverkg AM d Wide-amm GPS covermge (1000 lun)

Fiure 3-Examples of GPS vua� tad Offstl Tarogetin g

relative to a ein pla and that platfm's apparent O location

is known with respect to the taret. Fo. eximple, asamie that an aircraf with a
sme r (sch am an i3gi radar) hg n-osht to te tae The airaf does

ot know the exact locatin of the targ (ie, t GS coordnatem of te tg"

are not known), but th~e aircraft does know its own location fairly accurately
because it is GPS Since the aircraft's seor c an provide gd

direction data to a munition launhe from the aircraf the GPeuippe
munto can be guided.. mor acurtey' frm the aircrft to the targe than if
haunched without relative

A preeuisite forx a GP•qupe munition to be guided from a GPS-equppe
aircaft to the target using reltive GPS tagtn is that both the aircraf and th
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munition share the same four satellites. Just as coordinate correction differential
GPS requires the same four satellites, so does relative GPS targeting. As a result,
relative GPS targeting is limited to the minimum of about a 300-350 km range or
a 10-15 minute (munition) flight time.

The process of relative GPS targeting allows errors common to both the sensor
platform and the munition to be eliminated from the calculations. As a result,
relative GPS targeting can achieve an approximate 5-8 meter SEP munition
accuracy for a P-code GPS-equipped platform and munition combination, which
is more accurate than absolute GPS targeting, but less accurate than coordinate
correction differential GPS.2

The representation in TLC/NLC of relative GPS targeting is straightforward.
Given a platform equipped with GPS and a precise direction and distance sensor,
and given a GPS-equipped munition with a flight time of less than 15 minutes,
then the accuracy of this platform/sensor combination is improved as a result of
a munition accuracy of about 5 meters SEP (see Frost and Schweitzer, 1993). If
the flight time is greater than 15 minutes, the target location error is increased. If
the munition has an inertial navigation unit on board, the drift effect should be
calculated as starting at the time that the shared geometry is lost. Because
TLC/NLC determines the lethality against the target as a function of the type
munition, type platform, and type target, the effective lethality can be
determined off-line from the ThC/NLC model 2 2

Offset Targeting

In offset targetin& the location of the target is not known, but some sort of
landmark is used to help guide munitions against the target. For example, the
target may be an underground bunker not directly visible to the weapon
platform. However, from other information sources, such as HUMINT (human
intelligence), the location of the bunker is known relative to some landmark or
other readily identifiable feature, such as a tower. The landmark may be used to
help guide the munition from the platform to the target.

21Therarmn a asupim reur dtoaieve 5 -- er SEmusdntlnacoaracyqncuin a
P-ode GCS ad na ag an bothe pl m ad the mun , nd a
accurme semor on the platfom. ind syntheMic apeum radar. Se Frost and Sdwmem (1993) for
a detaed desciption of relave GPS ,rqetn

22Other fctos may be Inude a modifiers of these thme basic fIctor, such as i
weather, and the Pemce of eme aIes Miae the Joint Surelam and Tare Acquiition
IadarSYstm (J-6TAS) to support trgig
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Since the location of the target is not well known, the accuracy with which the

munition is guided to the target is a function of location accuracy of the

landmark and the location of the target relative to the landmark. For example,

assume the target a an underground bunker and the landmark is a tower some
3 kin northwest of the target. If the only information available is that the

landmarWs location accuracy is within 25 m SEP, the range to the target is 100 m

SEP, and the direction to the target is known within 3 degrees azimuth, the
resulting target location accuracy is not very good.

However, if a reference receiver could be placed at the tower, perhaps by a GPS-
equipped special forces team, then the location accuracy of the landmark tower
has been improved by a factor of five. Moreover, the tam might also be able to
provide triangulation data to the target by taking another location reading

nearby. Using a range finder and hringulaon, the location accuracy of the

target may be significantly improved, even without the team physically visiting

the target site23

If the platform is also GFS-.quipped, then the location accuracy of the platform

can also be improved. This is true for land platforms as well as for sea and air

platfomns For example, artillery and sufac-tourface missile launchers need to

pinpoint their own location in order to provide accurate fires. GFS can help
reduce self-location errors, thereby improving the overall munitiom accuracy.

Note that offset targeting is a different method from relative GPS targeting. In

relative GPS targetin the GPS-equipped platform relies on common location

data, accurate direction, and accurate range informatim to guide the GPS-
equipped nmuition to an observed target. In offset targeting, the target is
unobserved, its location is known relative to a landmark, and the location

accuracy of both the landmark and platform may be known to varying degrees,
which may be improved by GPS receivers at the landmark or the platform or

both. Range and diection information from the platform to the landmark, and
from the landmark to the target, must also be considered.

2 3Thn e may wa to ptmc GFS rsmiwisbddkd eamy Una. to nhmmfnc - -I g
Sw Seclk. 4 r atP 1.med rmr~t Joalu accPurac.
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3. GPS-Equipped Assets and Prerequisites
for GPS Benefits

Only GPS-equipped assets can directly benefit from GPS ti

Absolute GPS transmissions are required for all three GPS methods--absolute,

differential, and relative. If an asset is equipped to hmndle absolute (PS,then the

nationality of the side matters. US. military -ets (or similarly equipped allied

assets) will have better location accuracy because of their access to the P-code. If

selective availability is an, non-P-code user would have their location accuracy

furte degraded. Both U.S. and non-US. military assets could improve their

location accuracy by receiving tranmissions from differential GPS transmitter

Platform and sensor combinations equipped to benefit from relative GPS

targeting need to be identified for purposes of assessment. Finally, GPS-

equipped assets require line-of-site to the satellites, but the line-of-sight may be

blocked by foliage in forest and jungle evirom

The first subsection below describes the representation of GPS-equipped assets,

while the second subsection describes the prerequisite conditions that must be

met before GPS-equipped assets can benefit from GPS( •Te third

subsection describes how foliage may peclude line-of-sight to the satellites, and

how this affect will be broadly represented in TLC/NZC.

GPS-Equipped Assets

Platforms and certain munitions within TLC/NLC will require a new attribute

called "GPS access." To efficiently represent the various types of GPS access in

TLC/NLC within a single attribute, the following values will be associated with

the attribute listed.

"* None

"* C/A code, no differential access

1Amw not ,IVded with GPS oman bobIet fibm nbei hin prmty with GlrSqpped
ew. S'ki T•hC4 only o 80t o akmaaft pound m--.-tialom, the ieim. of

.qyppki•9ond•ueled mew with GPs bm mo.ot As iiom y J, aomilmd GPS-
equtijd dmi.CNC.e flight or unit it omsdmad to b• from GPS.

ybeeM divide td s 'Sle ahirbute tr two hmlaulfatmb i• ode ar mid
o meFhod , or purpom of anlyu, die mimlya may toe te du•e mOw e of

OmubIfla-o- -vani"le uet in a 040ge Miady.
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"* P-code, no differential access

"* C/A code, coordinate correction differential access

"* P-code, coordinate correction differential access

, C/A code, wide-area access

* P-code, wide-area access.

Note that even if a C/A code coordinate correction differential access value is
attributed to a given platform, the platform will have increased accuracy only if it
is within range of a differential GPS transmitter or relay station. In addition, the
location accuracy of a coordinate correction differential (CC diff) system is
dependent on the distance from the fixed tranmnitter to the receiver and limited
by a maximum distance.

A second attribute, called "relative GPS targe capability," will be required on
appropriate sensor-type platforms. If the platform, sensor, and munition
combination is tppropriate to apply relative GPS targeting, then the munition
accuracy will be increased (up to a 300-350 kn maximum range or 15 minute
munition flight time). Only the values of "yes" or "no" are required for this
attribute.

Prerequisites for GPS Benefits

GPS transmissions can benefit military or civilian GS-equipped asset only
under a specific set of conditions. If these conditions are not met, the benefits
cannot be accrued. We will define the prerequisites in a sequence of questions
readily translated into computer code. This sequence is shown in Figiue 4.

The first question is whether the platform or munition is GPS-equipped. If not
GPS-equipped, then the platform does not receive any GPS benefit. If the asset is
GPS-equipped, then the type of access must be determined (i.e., P-code vs. C/A
code, absolute vs. differential vs. relative).

The second question is whether selective availability is on. If so, then any non-
US. military absolute GPS access is further degraded. Next, the base value for
location accuracy may be determined from Table 2,3 which assumes a GPS state

3 Not that if aw ode's umohion of whtay or pobabty of ill is n much briader bows so
that th difference between 4 and 10 metes do not matter, one an sanifcty reduce tee I
of mmoluion in dt GPS submode. As, Ia• dw fia effm ead, the defed
effets need not be represented to a JeMe odetal beyond = e mront of the TC/• modeL
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Table 2

Estimated SEP (metem) Based on Access, SIA, ad Solution Method

Selective Absolute Absolute Differential Differential
GPS Availability GPS GPS GPS GPS
State (S/A) P-code C/A code P-codeb C/A code

Z4 OfPf 10-16 20-30 2-4 4-8
Z 4 On 10-16 54-76 2-4 4-8

V1f accmsin GLONASS uig& use S/A off (them is no S/A for GLONASM.
bDfrmua GPS acamracin for P-code con smah I n SEP Sv good giomety aud

of greater than or equal to four. The accuracy for relative GPS targeting will be
applied after the base location accuracy value has been determined.

The third question to ask is What is the GRS stte?" If the GPS state is greater

than or equal to four, then GP-Sequipped amets may receive full benefit from

absolute GP transmi s If not, then all of the derived GPS benefits (wide-

area differential, coordinate correction differential, or relative WPS taryetn are
reduced during this assessment cycle, as described in Table & Note that the GPS

sate is the basis of all subsequent calculaions. The location accuracy provided
by absolute, differential, and relative GPS are all calculated on the base location

accuracy provided by the GPS state.

The fourth question is whether wide-am differential •GS is being used. If so,
then there is no umaimum range limitation, although there is a range

degradation effect. The incrmse in location accuracy is about I meter SEP for

every 80 Ion, as shown in Eq. (3.2)4

Table 3

Appmrudate SEP Multiplier as a Function of GPS Sade

SEP Multipler SEP Multplie
GPS State with INS without m
Favorable (k 4) 1.0 1.0
Reduced (= 3)8 1.0
Poor (< 3) No GSeffect No GPS effect

Vcr3-D taiethi GPS srte thre an be usd hered do GPS stme fur if
the lack of the fourth satellt is for a soha peiod of tm (a few nute). For
accurate 2-D taet ng (CEP), a GFS stat. of thme bs suffidemL This smmme
auphs• an X, Y, and tim a•d t ti an X, Y, an Z codhu

bA m vah prcse value requ mom detailed uyi

4 As s•hwn in De. mad Pak"'mum (1964), the muminmm eor can be detemnioed boed on the
--appsvdiffinm In thelocation and the d actuslocmaton oftheGPS sotL In practice, h ,

ema muor Is not o d, ad thel f an be mltlat1 by knowM ofthtrfues smh•
locaton lmmo, we hae metad an avm rrr amount t a o tohe d m GS
acatim accuracy for purposes of anlyi hi the T/NLC modeL
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Add to SEP: I m * (range to transmitter/80 kin) (3.1)

The fifth question is whether coordinate correction differential GPS is being used.
If so, there is a maximum range limitation of about 300-350 kni, for reasons
described in the last section. Even within the maximum range limit, there will be
a location accuracy range degradation, as shown in Eq. (3.1).

The sixth question determines whether the platform, sensor, and munition
combination is adequate to perform relative GPS targeting. If the target is
beyond the 300-350 Im maximum range limitation or the munition has greater
than 15 minutes flight time, then relative GPS targeting cannot be used. The
currently available GPS location accuracy (as calculated so far in the flowchart)
must be used instead. If the target is less than 300 km from the platform, the
current location error base value is multiplied by the relative CPS targeting
factor, as shown in Eq. (32.).

RGT SEP = 0.5 * current GPS base value (3.2)

where RGT stands for relative GPS targeting, and the current GPS base value is
either absolute or differential GPS, P-code or C/A code access, with or without
selective availability on, as a function of GPS state, as shown in Tables 2 and 3.

The seventh and final question is whether foliage blocks line-of-sight from the
receiver to the satellites, as described in the next subsection.

Effects of Foliage on GPS Receivers

The GPS signal attenuates rapidly in foliage. As a result, if dense foliage blocks
the line-of-sight between the GPS receiver and the satellites, the receiver will not
be able to obtain or retain lock on the GPS signal

In most cases, air and naval units will not need to worry about foliage blocking
line-of-sight during operation. Only ground units will need be concerned about
losing the GPS signal in foliage. Moreover, only mobile ground assets will be
affected, since stationary ground assets can often find a clearing or dumb a tree to
obtain and retain the signal lock. (It may not be an elegant solution, but it's
cheap and it works.)

Ground assets on the move will not be able to maintain continuous self-location
accuracy through GPS in forested areas, especially in tropical areas. Moreover,
the ability to obtain lock on the GPS signal will be difficult unless the assets stop
and find a location (perhaps a treetop) with a dear line-of-sight to the satellites.
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It would not be appropriate to represent this effect as an increase in the SEP or
decrease in location accuracy, since the accuracy is still good, just not always
available. Instead, we recommend directly modifying the benefit accrued to
GPS-equipped ground assets, as described in Section 4. For example, if GPS
allowed the speed of a ground unit to be increased 15 percent in clear terrain, the
unit speed would be increased only 10 percent in forested areas and 5 percent in
tropical jungles, as shown in Table 4.

In addition, the inability to maintain a continuous GPS signal lock is important
when facing a GPS jamming threat, as discussed in Section 5.

Table 4

Effect of Foliage on Gmund Asset Benefits

Multiplier of Multiplier of
Type of Increase in Reduction in
Terrain Unit Speeda Rateb

Clear 1.0 1.0
Forested 0.67 0.67
Jungle 0.33 0.33

aThis is not a multiplier of the unit's overall speed, but a multiplier of
the increase in unit speed that would be allowed by continuous or
instanteous GPS acces

bThis is not a multiplier of the unit's rate of congestion while moving
but a multiplier of the reduction in the rate of comgstion for the unit as a
result of continuous or instantaneous GPS acces
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4. Effects of GPS Transmissions on
GPS-Equipped Assets

Given a representation of absolute, differential, and relative GPS coverage in

TLC/NLC, and given a representation of which types of assets can benefit from

each type of coverage, we need to define exactly the types of benefits that accrue
from improved location accuracy and describe how these benefits are

represented in the model The subsections below present the three specific areas

of benefits: improved self-location accuracy, increased target location accuracy,

and the benefit of stand-off munitions launch.1

Note that each of these benefits is independent of darkness and most weather
effects.2 In addition, GPS receivers are passive (nontransnittig), which
improves asset survivability when compared to active (eg., radar) position-
navigation devices. If om is comparing different types of position-navigation
devices, the passive aspect of GPS should be part of the analysis.

Benefit of Improved Self-Location Accuracy

GFS can provide improved location accuracy of an asset equipped with a GPS
receiver. This is true whether it is absolute GPS or differential GPS. (Relative
GPS targeting applies only to improved munition accuracy, not platform self-
location accuracy.) Improved self-location has two main benefits. improved
navigation and reduced fratricide through reduced location error.

Improved Navigation to the Destination

The use of GPS for improved navigatio means that those operating GPS-
equipped asets are less likely to get lost and more likely to reach the desired

1Anoed GFS ben& is tdme spnchroWzt which allows for bM tectical coodinato
improved o o enypto and mprve mmlcation throune phai and beam
potng. Most of the benefit are belo the leve of reolution of the /NlC model n r n
included In this desgm f an aamlyst can define the aggregate efeots that descibe these benits, they
could be ncluded in the model at a later date.

21rw only emvnntal een aOut agfet GPS ignals an shc d c
distoubces, neither of which Js nourtd in TLC/LC lseectsof uisth& an on the
GPS stats should be cued of-ine
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destination. This benefit can be represented in a number of ways in TLC/NLC,

depending on the type of asset and the resolution within the model.

For example, a flight of GPS-equipped aircraft may attempt to fly to the primary

target. In the high-level design of the TLC/NLC air combat model engagement

and attrition processes, there is a probability P1 that the aircraft will reach their

primary target (see Allen, 1993).3 This probability is increased if the aircraft use
navigational aids such as GPS. A similar calculation is used for the probability of

reaching the secondary target.

Another example deals with GPS-equipped ground units. At the moment, few

combat models include any representation of ground forces getting lost,

although such a representation may be created in the future. For example, the
area over which the allies undertook the "left hook" during Operation Desert

Storm was an Iraqi training area where Iraqi forces usually got lost We propose

the following four representations of benefits for aggregate ground units using

GPS, listed in order of the simplest to the most complicated:

" Increase the average movement rate for each (battalion-sized) ground unit in
TLC/NLC.

"* Decrease the average unit length. (This controls congestion in TLC/NLC,

which affects the maneuver speed of larger formations, such as brigades,
division, and corps.)

"* Enhance the ground maneuver network in TLC/NLC for the GPS-equipped

side. (TIis represents the advantage of GPS in providing the ability to

navigate in areas denied to a non-GPS-equipped opponent.)

"* Other representations of getting lost could include units randomly "taking

the wrong turn" in the movement network, or at least waiting longer at the
crossroads before continuing its movement.

Whichever form of penalty is used to represent reduced land navigation benefits,

the representation should be both simple and credible.4 At this time, we plan to

implement the first two, and possibly the third, representations of the benefits of

GPS on ground maneuver in the TLC/NLC model.

31n TLC/NLC, tw probaity of not rec*g the rget due to navigation error is separate fromn
the calculation of not reaching the targe due to attrition.41t ha ben suested tht GM also cmn be ueed to M the ability of a unit to traverie a
minefield. Howem, the GPS xation error tends to chang over time, and 50 perot SEP man
that the receiver has only a 50 perowt chnce of beng withdi 10 mters of its rported location. As a
result, unls th minefied is very sparne GS location accuracy will not be of major asstaice in
traversfi land ndms. Naval mines, in particular, ar difficult to detect an tend to move with the
cermt. As a result, GPS would not be very usefl in trawin around --. "--- mines.
Traveiring fixed naval mkied entails te same risk n usti GFS to ;raverse mineLe
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We also plan to improve the accuracy of artillery and surface-to-surface missile
fires. Artillery and surface-to-surface missiles benefit from improved self-
location accuracy resulting from better knowledge of their own location. For
example, if the location of the firing battery is better known, its ability to place
fires accurately on the target will be improved. In addition, if the forward
observer has improved knowledge of his own location, he can direct more
accurate fires on the target.

Another example is the benefit of GPS for self-location accuracy provided to
special operations forces (SOF). SOF teams using GPS can improve their

navigation on insertion, resupply, targeting, ground movement, and extraction.
In each of these cases, lack of location accuracy can lead to unnecessary losses

and mission aborts.

Search and rescue is another mission that can benefit from GPS self-location
accuracy. The location accuracy of both the downed pilot and the rescue team
are improved, thereby increasing the chance of mission success.5

Reduced Fratricide

Historically, indirect fire has been a principal source of fraticde. Yet during
Desert Storm, ther were no reported cases of US. indirect fire fratricide, even

though friendly forces attempted to call indirect fire on other friendly forces on a
number of occasions. The main reason these calls for fire were canceled at the
fire-direction center was that the maneuver units frequently were able to
accurately report their positions because of GPS.'

Based on experiences such as these, the representation of frahicide in TLC//NLC
is an important aspect of determining the effects of space assets on the battlefield.

Fratricide tends to occur when there is uncertainty as to the identity or location of
friendly forces. In many cases, identity may be assumed based on location.7

r.he current plan Is to not include the beneft ofGPS provided to SOF and starch and rescue
operaiom directly in the TLC/NLC model, but to addres such "mu off-line. The output of the
ThC/NLC model cam, however, be wed as ist data for the analys& For exmple, the number of
friedly aircraft downed over memy territory a reprenmted in the model pvides the demand for
semar and rescue operations ove time. The eniny air defemne and rFod ho n the area provide
the threat to the rescue tUam.

6roam the tranmcript of a taped interview with the combatants at the battle of 73 Emtinb
Operation V Storm71n additin to good self-location accuracy, a good ommand, control, and communications
"system and set of proceduren e required to preclude fratricide. Without the ability to communicate
and monitor friendly positions and control frmh improved self-location accuracy alone will not
reduce fratricide. However, tmproved self4ocation accuracy does reduce fratricide if the other
prerequisites a aready in place.
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To include fratricide in TLC/NLC, we need to represent a degree of uncertainty
as a function of the situation. The more uncertainty, the greater the likelihood of
fratricide. The less uncertainty, the lower the likelihood of fratricide. Accurate
and frequent position location reporting will reduce the degree of uncertainty of

friendly force location, and thereby reduce fratricide. A presentation is available

from the author on a need-to-know basis regarding air-to-air and ground-to-air
fratricide as a function of the situation. For pound-to-round attrition, modifiers
to the availability factors in the CADEM (Calibrated Differential Equation
Methodology) attrition process should be considered.8 (CADEM is a continuous
differential version of the ATCAL (Attrition Calibration) killer-victim scoreboard
methodology for representing ground-to-ground attrition in aggregated combat

models; see Moore, 1993.)

Benefit of Increased Target Location Accuracy

There are three primary benefits to increased target location accuracy. increased
lethality against fixed and mobile targets, faster productio of increased accuracy

of target location, and the ability for additional platforms to provide target
designation.

Increased Lethality Against Fixed and Mobile Targets

Fixed targets may be located by varous means to a fairly good degree of
accuracy. If GWS receivers can be placed on semi-autcnomous munitions, they
can find their way to the target. If equipped with both GPS receiver and an
inertial navigation system, these munitions can have very good accuracy, subject
to enemy countemeasures (see Section 5). Muse smart munitions may be
guided by absolute or differential GP. A platform with a precise direction and
distance sensor with lne-of-sight to the target and a GPS.equipped mnuition can
also obtain increased lethality through the use of relative GPS targeting as
described earlier.

Lethality against mobile targets may be improved through a second use of
relative GPS. Mobile targets that appear within the same field of view as features
whose locations are well known are susceptible to more accurate targeb.tn& ThW

8 SW" uuing a fradic of ftimidy Orei kille by fa~Idor a W-icdfl-i~ scarnoed in
w ie my ep- oer kimdly I*- Jnot an Wae ý . -, of &rutidde.
oMeefshidly cmiotam pmu it ln a ebaddde at a- a i fxeduate derm kO eoft •dde

ofwirtkuy oe nt epemttheaweo1 fratdde rvM wasWrdmit. Onor inmukifsty
knduded, afatridde and be adequteldy addimeed and the effeds of npoe lnqov IraP I Ic m -aiud
reporun onbe meunred.
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absence of any known features in the same field of view makes it more difficult

to attack mobile targets. Mobile targets may be attacked by munitions that are

either GPS-equipped or non-GPS-equipped, dependng on the degree of target
location accuracy obtained and the time from detectio to attack.

An added benefit to increased target location accuracy is a possible reduction in

munitions expenditure. The more accurately the location of the target is known,

the fewer munitions of a given type need to be allocated as a hedge against target

location uncertainty.9 This reduced munition expenditure benefit applies both to

air-launched stand-off munitions and ground-launched indirect fire munitions,

such as artillery and surface-to-siurace missiles

In TLC/NLC, this increased lethality will be a function of the type of munition

and type of platform. In addition to the attributes added to TLC/NLC platform

and munition objects, data on how increased accuracy relates to increased

lethality must be provided to the TLC/NLC modelers.

Faster Production of Increased Location Accuracy of Target

The time it takes to process a target's location can be extensive, depending on the

circumstances For example, a mobile sensor detects a target, but the rapidly

changing location of the sensor and its changing orientation to the ground and
the target make it difficult to determine the target's actual location. There are

software methods available to transform or warp the picture obtained by the

sensor onto a standard planning map, but this can take a while. If the target is

mobile, such as a SCUD launcher, the time required to transform the picture may

exceed the time available to attack the target.

GPS could help reduce the time it takes to correlate the sensor picture to the map

by referring the target's location relative to objects whose locations on the map

are already known. This reduction in processing time may be sufficient to attack

a mobile target within the window of opportunity. For example, small air-

delivered GPS-equipped radar transponders could provide reference points

behind enemy Ines. Such reference points would allow for offset targeting as

well as reduce the time required to process stand-off sensor data, such as from J-

STARS or TR-1. If the transponder were moved, it would automatically update
its new location using its GPS receiver. Such transponders may be destroyed, but

91n TLC/NLC, for ewauple, the rnmber of mumnitan that need to be delivered to the tasut
(detemined during misson pluming) is a function of the effediv•sse of the muo The more
eflectve tYe munition, the fewer rounds we mquid to schieve the desirod level of damage to the
target. Since fewer rounds are required to ahieve the desired leel of target damage, the overail
munitions .upndltune is reduced.



27

they first must be found. Both the radar transponder and the CPS receiver are
difficult to detect and locate for destruction. Proliferation of these devices in the
rear area complicates the challenge.10

Faster production time will increase the accuracy of attacks against mobile
targets under these circumsae ThC/NLC needs data on the tume saved in
processing and how that time translates into increased lethality against a mobile
target given the type of platform, munition, and sensor.

Additional Platforms That Can Provide Target Designations

Many weapons platforms have target designators that can guide munitions to
targets. Some of these designators place a beacon or reflect a beacon from the

target so that the munition can be guided to the target. Others simply radio the
informati,, as would an observer on the ground or in the air.

Relative GPS targeting and offset targeting allow moa platforms to act as real-

time or near real-time target designators thain have been available in the past.
For the two reasons given above, many senors could be processed sufficiently
quickly to allow weapons platforms to attack the target within a narrow window
of time. Special forces team's could also use GPS for improved targeting. In some
cases, the location of fixed installations "visited" by the tam could be verified to
a degree of accuracy not possIle by other means. Such data could be obtained
well before the weapons are launched to the target. Mobile targets that appear
within the team's field of view could be targeted relative to known locations also
in their field of view.

Many assets could contribute to improved targeting through GPS equipment.
For example, special forces and other deep recomaissance amets can provide
GPS-based targeting data, depending on how rong tey have been in place and
whether they have been able to operate in the area. This will probably not
require additional attributes on TLC/NLC obpcts, but will require data on how
accurately and quickly the information gathered by such uman con be obtained
and provided to the weapons platforms.

Them we mmmy typ"s of redsdm that could be used in additon to radar trmpomies Laser
re osm ad other devi-m couid be usd to bulloe rhdtve hcoti6 widle .CWS re
reeve could be und to deushi ae oufs bradim
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Benefit of Stand-Off Munitions Launch

The benefits of stand-off munitions launch come in two categories: reduced
vulnerability of the launching platform to enemy threats and the savings in time
and fuel for L-e launch platforms. The second benefit also increases the number
of targets that could be engaged by a stand-off platform during a single sortie.11

Reduced Vulnerability to Enemy Threats

GPS-equipped munitions allow for strikes to be conducted from much farther
away than in the past because of the munition's (and the target's) increased
location accuracy. Friendly air aets that are able to launch outside of the range
of enemy air defenses (ground or air) are less likely to be engaged by the enemy
assets, and therefore have increased survivability.12 Similarly, ground-based

platforms with stand-off munitins can fire with little chance of enemy
retaliation if launched outside the range of enemy assets. In either case, the

range of the stand-off munitions can reduce or sometimes negate the effects of

enemy threats to the launching platform.

In TLC/NLC, assets equipped with stand-off munitions will be able to avoid
some or all of the air defenses at a target, especially the trminal defense&
TLC/NLC needs data on lethality gien the stand-off range of each type of
munition, as well as the lethality of the air defense and other threats as a function
of the stand-off range.

Reduced Flight Time to Engage Target Gives Fuel and Time Savings

Stand-off munitions also provide a benefit in terms of the reduced flight time
required to deliver them (as compared to the time required to deliver close-in

munitions). A platform attaclkng a single target will be able to cut many miles
off its mission because of the munition's ability to travel a long way to strike a

target. In addition, the ability to engage multiple targets using stand-off
munitions during a single flight missin may reduce the total number of
missions required to attack a target set.13

11See ale t Scla 5on GPS aimnmmwe -tesa apmut mad-offaunmitteosla u.
12Thb m ems ta likely enemyif a a I batm a koww md dtt the pounity uadaw to

lanhm a w o the 'In wenvelop
139Wmd.off mmoomia aoow for off-&,&e ddveuim which can wmve amct marvival.

However, this is below the level of memolon in doe ThC/N.C mode.
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TL.C/NL.C needs data on the estimated fuel and time savings from stand-off
munitions launch, as well as the number of targets that could be engaged by a
single stand-off platform as opposed to a single platform that must penetrate to

the target.
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5. GPS Countermeasures and
Counter-Countermeasures

We will discuss three areas of GPS counM e sur d counmter-

countermeasures: direct threats against the GPS transmittrs, direct threats

against the GPS receivers, and the threats against GPS signals. In all of these
examples, either the United States or an enemy of the United States could use

GPS countetmeasures and counter-countermemasures.

Direct Threats Against GPS Transmitters

We discuss two types of direct threats against GPS transmitters: direct threats

against absolute GPS satellites and direct threats against differential GPS
transmitters.

Direct Threats Against Satellites

Since the GPS satellites operate in semi-symcihrnous orbits, most nations do not
possess the capability to attack them directly. Most antisatellite (ASAT)
platforms were designed to operate against low-Earth-orbit satellites, not
satellites in higher orbits. Moreover, directed-energy attacks require substantial
power and advanced technology, which few nations have. As a result, direct
threats against GPS satellites are unlikely, unless the scenario calls for fighting
against the Russians. Even then, there is some question as to how much of a
threat against GPS satellites they could mount at this time or in the near future.

Counter-countermeasures to attacks on GPS satellites include maneuvering
satellites, accessing GLONASS satellites, or launching additional satellites.

There is no plan to represent satellite objects or explicit orbits in TLC/NLC. That
level of detail is not required for the studies currently planned for TLC/NLC.
Due to the wide-area coverage of absolute GPS t , the use of the
global variable GPS state for the theater defined over time should be sufficient to
address the results of ASAT operations analyzed off-line. As a result, the GPS
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state parameter in the model, which may change over time, should be sufficient
to represent the effects of direct threats to GPS satellites.'

One important caveat is that this report assumes a conventional (nonnuclear)
threat environment. We have not included the effects of a high-altitude airburst
with large electromagnetic pulse on the GPS satellite constellation or on GPS
signal transmissis through the ionosphere. To include these factors in an
analysis, we suggest using off-line analysis, similar to the ASAT analysis
described above. Once the number of satellites that can still transmit signals to a
region over time has been determined, the GPS state can be entered into the
TLC/NLC model and the analysis performed.

Direct Threats Against Differential GPS Transmitters

Direct threats against ground-based differential GPS transmitters are much more
likely than direct threats against the GPS satellites. Since the location of the
differential GPS transmitters may be known to all parties before the conflict, and
the fact that their transmissions can be detected, the life expectancy of such
transmitters may be short if targeted by the enemy. Differential GPS transmitters
that are destroyed or otherwise forced to ceamse operations are no longer capable
of assisting assets in location accuracy.

It is difficult to prepare cot-counte-rmeasures to differential GpS
countermeasure One metwd of defense is to proliferate the differential GPS
transmitters in a field, rather than as only a point source. Each transmitter can be
targeted and destroyed, but it is more difficult to take out the whole field.

In TLC/NLC, it should be sufficient to represent GPS transmitters as just another
fixed target for purposes of attrition and suppression calculation. There is no
need for additional model attributes, although the vulnerability of such
tanmitters should be obtained. A similar rpqesentatim is adequate for

differential GPS relay transmitters.

Direct Threats Against GPS Receivers

GPS receivers can also be targeted. However, since the GPS receivers tend to be
contained in the asset, destroying the GPS receiver tends to destroy the platform
as well. As a result, the normal attrition model in TLC/NLC should be adequate

1As •dodbelo, D.quip amstw am Is alclu dby pp. •i GPS mmd•d fp aps
ares tham one hour Im for naviption purposm, or a few miuebr pd pup•s*
Thuee, ft amy not be neammy t hack haest uin de GPS tale dl m las thmn 15 mni Ong.
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to address direct attacks against GPS receiveis The best counter-

countermeasures to direct threats against GPS receivers are normal survivability
measures.

Threats Against GPS Signals

We will discuss two types of threats against GPS signals: Jamming and spoofing
of GPS signals.

lamming GPS Signals

Probably the most effective and most likely threat against GPS use will be

jamming of the GPS signal. The GPS signal has a very low power (about 10"16W)

within a known (20 MH-z) frequency range and therefore is susceptible to
jamming Even relatively small 10-W janmers can substantially degrade the GPS

signal at a range of 20-40 km. More powerful jammer can substantially increase
that range, albeit at the cost of increasing their signature to counter-threats.

If the jammers are btrsmitting in a narrow (mudc less than 20 MHz) frequency
band, then the following -ounteremmure can be used. The software package on
many of the receivers can detect a single frequency spike in amplitude well
above the absolute GPS t and then notch out (ignore) this narrow
frequency band. As a molt, the rest of the unjammed GS frequency band is
available for access by the receiver.

However, if the jawm"er fills the 20 MHz GFS band, notch fitering will be
ineffective, and the entire band will be jammed. As a result, it will be difficult for
the receiver to achieve and retain lock-on to the GPS t ssions, and it will

lose the signal.

An alternative counter-countermeasure would be for the GPS receiver to use a
dchona antenn to ignore GPS Jamming sig 2 If the Jammer is ground-
based, it is possible for the receiver to ignore all signals that do not come from the
sky. Unfortunately, it is much more difficult to avoid a jamming signal from an
airborne platform. It is difficult for a platform to retain lock-on to the GPS signal

2Dkeuoa anmom= hep both arbore and vmd-bmd GPS reahas. For eanpe, if a
mund-bmed �jmwer Js aumptg to o und-bend GFS ruwven, a dbectlmi tmriu wll

help reduce the effects of jammn. AkjiyIfu a Ijbone painer is attmpdag to jam a ground-
bued G•S recver, it wii be more dllmat to amnow tdamm•g subly thosmhb Oe ue of a
dkireonal aimmn Both gmouimdbmd redwver and jaumm must be c about uTain
amakingtIofhS1hea ton reveoromut Terrain m*king E wlb~eVs~

NoWnder I =. bUt w b ue• Inplddy whn the anad lyderine relm. n
aaw d, lhyuw.
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being jammed from the samte general direction (see Frost and Schweitzer,
forthcoming).

One of the best counter-countermeasures to jamming of GPS signals is to attack

the jammers. Since jammers must radiate more or less continuously and at
sufficient power to jam at long range, they are rather visible targets. As a result,

a version of the antiradiation missile used against air defense radars could also

be used against GPS jammers. Conversely, a shrewd opponent would place the

GPS jammers at locations that would make it difficult for the United States to

attack, such as populated places or other sites with a high potential for

undesirable collateral damage. A near miss might disable the transmitter, but

would increase the humanitarian cost.

If the enemy were to simply radiate jamming signals continuously from a single

large transmitter, it would be relatively easy to locate and suppress that jammer.

As an alternative, the enemy could attempt to proliferate a large number of small

jamimers to achieve the same effect. If there are a large number of low-power

Jammers in action in the same area, destroying the field of jammers will not be

cos effective.

Conversely, it may not be cost effective for the enemy to proliferate GPS jammers

to deny U.S. GPS access when compared wiM the opportunity cost of forgoing
additional military capability for their side. For example, a 10-W jammer will

consume a car battery's worth of power every four hours, which is an expensive

opportunity cost for most regional threats.

In TLC/NLC, GPS jamming assets will need to be represented in the model.

They can either be separate objects with their own state and attributes, or the

ability to jam CPS can be an attribute of the target It will probably be better to

use the former representation, since it will be more readily included in the
existing system of target objects.

In addition, TLC/NLC will need data on the effects of jamming by size and type

of jammer and the effects on GPS receivers (by type) as a function of the range

(see Table 5). Table 5 shows jammer effects on an absolute GPS receiver, or an

absolute GPS receiver with nulling or notch-filter software, or an absolute GPS

receiver with nulling software and a directional antena. Note that Table 5

applies to only a single jammer or a few jammers, not a large number of low-

power jammers.

'The data should include distinctions between narrow-band and wide-band

jammers, as well as ground-based and airborne jammers. Each of these jammers

is more or less effective against software (a nulling or notch-filter) and directional
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fable S

Deteermination of Possible Jamming Effects

Type of Receiver Power
Type of Jammner (Air or Ground) Effect of Jammin Factor

Narrow-bend ground Absolute Check for jamming 1.0

Narrow-band ground Nulling software Minmal effect 1.0
Narrow-band ground iLrectional ant. Minimal effect 0.033
Narrow-band air Absolute Check for jamming 1.0
Narrow-band air Nulling software Minimal effect 1.0
Narrow-band air Directional ant. Minimal effect 1.0
Wide-band ground Absolute Check for jamming 1.0
Wide-band ground Nulling software Check for jamming 1.0
Wide-band grrmnd Directional ant. Minimal effect 0.033
Wide-band air Absolute Check for jamming 1.0
Wide-band air Nulling software Check for jamming 1.0
Wide-band air Directional ant. Check for jamming 1.0

antenna counmr-countermeasures. This decrease in location accuracy will be
trarnslated into decreased lethality or decreased probability of reaching the target,
as described earlier. Direct attacks against GPS jammers will be represented in
the normal TLC/NLC attrition processes like any other fixed or mobile target.

If "Effect of jamming" is "Minimal effec," tOm normal target loaion accuracy
calculations occur unless the jamirme power is very larSL If the table indicates
"Check for jamming," then Table 6 detemines the approximate range at which
jamming takes place.

Table 6

Determinato of Range of Jamming to Break Lockor Preclude Signal Acquisition'

Range (kin) Range (kin)
Jammter at Which to Preclude

Type Jammer to Type User Power Jamming Signal
Type Receiver or Acceseb (W) Breaks Lock Acquisition

A-A, A-G, G-A P-code 1 4.5 43
A-A, A-G, G-A P-code 10 13.5 135
A-A, A-G, G-A P-code 100 43 427
A-A, A-G, G-A C/A code 1 13.5 120
A-A, A-G, G-A C/A code 10 43 360
A-A, A-G, G-A C/A code 100 135 1200

aTab munmes a P-code user, f-ided plattam, no antisaming enhawa•w,. and a
8.dB e in the gain to the jmmer and to e satlt•e.

bNo that P-code mquam about 10 tmes the amming power to jam the sipa at the same
renVe a C/A code. V the power drops a te square of the range tmif 10 W can bsk lock
Sabait P-code at 13.5 kmn it will Jm- C/A code at 3.16 tlmes 13 km, or 43 ka.
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Table 6 determines the estimated range that a jammer with the indicated effective
radiated power (transmitter power times antenna gain) could break a GPS
receiver's lock on an already acquired GPS signal This table also includes the
range at which the GPS signal will not be acquired by a receiver as a function of
the jammer power. Note that it takes more power to jam an already acquired
GPS signal than it does to preclude the acquisition of a GPS signal.

If the jammer is ground-based and the receiver airborne, multiply the jammer's
power by the power factor in Table 5. This factor accounts for the fact that a
ground-based jammer attempting to jam a directional antenna (that is looking
up) will require about 30 times as much power as an airborne jammer to achieve
the same effect. The jammer power decreases roughly as the inverse square of the
range due to minimal reflections (see Frost and Schweitzer, 1993), or

received power = constant * jammer power/(range)2 (5.1)

Note that these numbers apply only to jammers within line-of-sight of receivers,
such as airborne jammers against ground receivers, airborne jammers against
airborne receivers, and ground-based jammers against airborne receivers. In the
case of a ground-based jammer against a ground-based receiver, there is
additional attenuation from ground reflection, clutter, and the like, which causes
the jammer power to decrease more quickly as a function of range after the first
kilometer (see Analytic Sciences, 1976). Depending on the assumed
environmental conditions along the transmission path, the decrease in power
may be as much as the third or fourth power of the range. As a result, ground-
based jammers tend to be relatively effective against P-code receivers either
when the receivers are within I km of the jammer or in situations where the
receiver must acquire lock-on while within jamming range, as in heavy foliage.

In TLC/NLC, we assume that air and naval platforms will tend to already have a
GPS signal lock when encountering enemy jamming. As a result, the second to
last column will be used to determine the effects of jamming. As mentioned in
Section 3, foliage can preclude line-of-sight to the GPS signal Therefore,
jamming against ground units in foliage should use the last column in the table,

since it is unlikely units in that environment will be able to maintain a
continuous lock on the GPS signal Therefore, ground units in heavy foliage are
more susceptible to an enemy GPS jamming threat. In addition, all friendly units
within one kilometer of enemy GPS jammers will be considered unable to
maintain lock to the GPS signal.
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Spoofing GPS Signals

Spoofing GPS signals is a method by which an opponent attempts to mimic the
CPS signal, thereby misguiding the GPS receiver with false location data. A
successfully spoofed GPS-guided munition will be directed away from the
desired target 3 It is possible to spoof C/A code, but the encrypted P-code
(called the Y-code) is considered spoof resistant Although P-code receivers are
currently available only to US. military and other authorized users, the Y-code is
a hedge against the time when a potential enemy has access to P-code receivers.

It is much more difficult to spoof a GPS receiver than to jam it. Because it takes
four GPS satellites to adequately define a receiver's location in four dimensions,
spoofing just one satellite is unlikely to allow the asset to be misguided
significantly off course.

Owing to the complexity and uncertainty associated with GPS signal spoofing
technology and techniques, we do not plan to explicitly represent this feature in
TLC/NLC. We will consider likely spoofing sites (if any) as just another form of
jammer with possibly different effectveness parameters as a function of range
and type receiver.

3Most opponents will guide the weapon to exqlode in a hamim rea. Ruthems opponexte may
try to guide the we o populated m troasto colatmal damag that could be blamed on
the United Stams.
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